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1 Introduction

This white paper describes the characteristics, configuration, operation and connections of NovaTec A-
MGWs in a VolP network or in interaction with e.g. the Cisco Unified Communications Manager over a
SIP trunk.

The NovaTec A-MGWs provide all usual TDM based interfaces (PRI, BRI, analog, GSM, Uk0). The No-
vaTec Sx models can be connected e.g. as third party device to a Cisco Unified Communications Manag-
er.

Amongst other things this document covers the general procedure for the TLS encryption, a detail de-
scription how TLS is set up, how DHCP has to be installed, a step by step guide of how the Sx has to be

configured if connected over a SIP trunk, how the NovaTec Management System needs to be set up and
how it works with the Sx.

2 Configuration instruction

2.1 Starting the configuration interface:

Start the configuration interface via the Windows start menu:
Start menu = Programs - NovaTec - NMP 6.2 - NovaTec Configuration

NovaTec-Configuration 6.2 |;”E”X‘

Ele Yew 2

= | W2 wzg@ﬂ

Press F1 for Help,
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2.2 Open the data base

Choose ,File/open®in the menu bar. Choose the needed file in the open dialogue.

Dffnen
Suchen in: | () config j ﬁ( Ed-~
L [CTest 53
I_"s§ 1trf konwerter s0 pp, pmp
Zuletzt 1t koreverter s2m
verwendste D... Grundkonfiguration 53
Fr Garundkonfiguration 56
Kopie von Grundkonfiguration 53
Desklop =i kopie van Meu 53 133
. Referenz T-Systems
__) System 1

Eigene D ateien

Arbeitzplatz

-

Metzwerkumgeb  Dateiname: | j Offnen |
ung
Dateiyp: |Database [*.rndh) ﬂ Abbrechen

2.3 Chassis configuration (S20, S6, S5+ or S3)

Click on ,Novatec-System“ in the left tree first and afterwards on the button ,New choice® in the
right window.

Would wou like to keep wour current configuration ?

\?’) If wou choose a new system, all data of vour current configuration will be deleted.

Mein

Confirm the pop-up-dialogue with ,No“. Thereby the existing adjustments in the data base are
deleted. You thereby setup a new configuration.
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Choose e.g. ,System-Chassis S6“ as chassis to configure a NovaTec S6.

NovaTec-Configuration 6.2 - [1tré konverter s0 pp, pmp]

File View Configuration data Encryption Extras Help
= o|-d )= 7

{3 NovaTec-System NovaTec - System

#-(Z2 NIP (NovaTer Internet Pathfinder)

#-(_1) Operating parameters
#-(_1 Call home settings
#-(_1] Advanced Least Cost Router
#-(Z1 SMS § MSMSC - Email
#-(Z1] 5IM Server settings

[ ¢5D general options

Chanse System

System-Chassis 520

Mew choice

Press F1 Far Help.

2.4 Defining the numbering plan

Select ,NovaTec-System/Numbering plan® in the left menu tree and click button ,New* in the right
window.

e-E rgva:'ecrwstem NovaTec - Numbering plan
Chassis

8] Interfaces

+ [ system access control Name [Tope [ PABR-Number [
(] System IP options (? Disling plan 1 Disling plan

+1-(Z0 System encryption options D Immediste cal 1 Immediate call

# (] G5M Settings [P Short code-disling 1 Short code-dialing

(10 5IM Multiplexing

ERS [ an

| Call data profile
# (L Trunk group
# (] Master | Slave settings
18 synchronisation
# (] D351 -> 1TR& conversion options
# (1 Frame Relay
# (0 Laver 3 Muliplexer
# (1 Fied connections
Bl & Channel permissians
+ (L] Protacol Settings
| options
#1- (20 Subscriber
(] Line group
+-(0 Call take over
# (] Call back settings
# (] CLIP Mascuerading
] E-channel to B-channel
i (L] NIP (NavaTec Internet Pathfinder)
(1 Operating parameters
(] Call home ssttings
# (_] Advanced Least Cost Router
(L] SMS ] WSMSC - Email
(] SIM Server settings
12| €D general options

Edi. Delete

Press F1 for Help.
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In the window ,New numbering plan“ you enter ,0-intern“ as name and choose ,Dialing plan® as
type. The box ,PABX-Number” remains empty. Confirm with ,,Ok“. Repeat the procedure and set-
up a second dialing plan with the name ,1-SIP“.Choose the same setup as before.

NovaTec-Configuration 6.2 - [1tr6 konverter s0 pp, pmp]

Elle View Configuationdata Encryption Extras Help

== LIEE

=1-[_1) NovaTec-System
[El chassis
[ tnterfaces
@[22 Syskem access conkrol
@[] System IP aptions
(L] Syskem encryption options
[ G3M Settings
(21 5IM Multiplexing
) =3 Mumbering plan
[E] call data profile
w23 Trunk group
#-[11) Master | Slave settings
[l synchronisation
@[ D551 -> 1R conversion options
w-[Z] Frame Relay
(L Layer 3 Multiplexer
(11 Fixed connections
E] & channel permissions
) -[Z] Protocol Settings
[E] options
=[] Subscriber
-1 Line group
-1 Call take over
-1 Call hack settings
w-[11] CLIP Masquerading
[E] B-channel to B-channel
#-(Z2 NIP {(NovaTec Internet Pathfinder)
+- (1] Operating parameters
=+ ([ Call home settings
#- [ advanced Least Cost Router
- [ SMS | ¥SMSC - Email
#1-(Z2] SIM Server settings
[8] csD general options

Press F1 For Help.

NovaT ec - Numbering plan

Name [ Type [ P&EX Number [
[ Gnten Dialing plan

gise  _ [Difgpl [ |
[ Immedite call 1 Inmediate cal

[ Shart code-disling 1 Shatt code-disling

New Edit Delete

2.5 Configuration of SIP Trunk group

Pick ,NovaTec-System/Trunk group® in the left tree and click ,Edit* in the right window. Create a
trunk group with the name ,1-SIP* and the calibrations/data as given below. Confirm with “Ok”.

Edit trunk group

Marne

tiaode

Mumbering plan

Call data prafile

Frice per unit from nietwark, |EI.'I 2

[v Dizcannect unknown number

T erminal number

X

* Bound-Raobin

" Sequential

[1-51P

Le] L

|Call data profile 1

|
Cancel
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NovaTec-Configuration 6.2 - [1tr6 konverter s0 pp, pmp]

File WYiew Configuration data Encryption

DI SRS

=[] NovaTec-System

[ chassis

E] Interfaces

(L System access control

[ System IP options

[ System encryption options
(23 G5M Settings

(23 5t Muliplexing

(23 Mumbering plan

[E] Call data profile

B EEEE

5] Assignment

) [ Master / Skave settings

[El synchronisation
i) (21 DSS1 -3 1TRE conversion options
) [ Frame Relay
-1 Layer 3 Multiplexer
#-[13 Fixed connections

[l B channel permissions
@[] Protocol Sektings
[ options
(2 Subscriber
(2 Line aroup
(23 Call take over
(2 Call back settings
[ CLIP Masquerading
[l B-channel ta B-channel
#-(Z2 NIP (NovaTer Internet Pathfinder)
#-(_1) Operating parameters
#-(_1] Call home settings
#-(_1] Advanced Least Cost Router
#-(Z1 SMS § MSMSC - Email
(L] 5 Server settings

[ ¢5D general options

B E

Fress F1 for Help.

Extras Help

NovaTec - Trunk group

No. | Mame | Mumbering plan | Priceperurit | Profile | Number [
FERER 15IF 012 Calldalaprofie 1 disconnect

Delete
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2.6 Configuring modules (e.g. S6 build up)

In this example the S6 consist of the following hardware:
CCU with an analog slip on board ANA4 and an ISDN to BRI board S04,
ULU with 4 Uk, interfaces, BCU 16 with 16 VolP canals.

Pick ,NovaTec System/Chassis* in the left tree. Choose ,CCU 3 for slot 1 under ,Slots" in the
right window. Choose “ANA04” in space 1 under “Board on slot 1”7 in the bottom half of the win-
dow and “S04” in space 2.

NovaTec-Configuration 6.2 - [1tr6 konverter s0 pp, pmp] E”Elgl

Elle View Configuration dsta Encryption Extras Help

= =] Eliﬂ

=-E r\évarezﬁvstem NovaTec - Chassis
Chassis

[l Interfaces
) [ System access contral
) [ System IP options 1 [EIE -

w-[1 System encryption options 2

Slats TCP/IP settings

IP Address 182 . 168 . 127 . 254

Empty -
-1 G5M Settings
-2 SIM Multiplexing 3 [Empty -
-2 Mumbering plan Pl
[l Call data profils
=23 Trurk group 5 [Empty -

[E] Assignment ,—4‘
(L] Master | Slave settings
[E] Synchronisation
@[] D551 -> 1TRE conversion options
w-[Z] Frame Relay j
(L Layer 3 Multiplexer
(L1 Fixed connections

dddddd ]

[l B Channel permissions Note

(L] Pratocol Settings The conterts of the TCP/IP settings are saved
5l options alter leaving the respective field

(2 Subscriber Board on siot 1

- (1 Line aroup

(2 Call take over 1 Janeos | BT 3 =l

) -[Z] Call back settings
= -[L] CUIP Masquerading
[E] B-channel to B-channel

- [ NIP (MovaTer Internet Pathfinder)
(11 Operating parameters
#-(Z1 Call home settings
#-(Z1 Advanced Least Cost Router
#-(Z3 SMS | ¥SMSE - Email
#-((1) SIM Server settings

[E] csD general options

Fress F1 far Help.
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Choose ,,ULU* for slot 2 and ,BCU16" for slot 3. As these boards have no slip on spaces you
don’t have to make further adjustments for slots 2 and 3.

NovaTec-Configuration 6.2 - [1tr6 konverter sO pp, pmp]
Fle View Configurationdata Encryption Extras Help

= o= 2
= [ NovaTee-System MovaTec - Chassis
2] Chassis

8] Interfaces
# (] System access contral
# (] System [P options
# (] System encryption options
(11 G3M Settings
(10 5IM Multiplexing
# (1 Numbering plan

Bl Call data profile
=3 Trunk group

[l Assignment

(L] Master { Slave settings

El Synchronisation
# (] D551 - 1TR& conwersion options
# (L Frame Relay
# (L Layer 3 Mulkiplexcer
# (] Fized cornections

=] B Channel permissians

Slots. TCP/P settings
IP Address 182 168 . 127 254

:

JJ000000

=
=
‘

[y
2
2

“

@
a8
2
4

Jdd

Maote:
# [ Protocel Settings The contents of the TCPAP settings are saved
= options after leaving the respective field
1 (1 Subscriber Board on shot 1
+ [ Line group
[ Call take over 1 [anane ] 2 [s4 +] 3| =l

# (] Call back settings
# (] CLIP Mascuerading
] E-channel to B-channel

- (L1 NIP (WavaTec Internet Pathfinder)
#- (10 Operating parameters
% (11 Call home settings
(11 Advanced Least Cost Router
(0 M5 ] ¥SMSC - Emall
(0 SIM Server settings

[E] 5D general options

Press F1 for Help.
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2.7 Defining interfaces

Pick ,NovaTec System/Interfaces” in the left tree. Select the particular interface and click the but-
ton ,Edit“. Execute the following adjustments for the different interface types:

For BRI and Uk, interfaces choose ,Subscriber line“. The position “Trunk group” remains “not as-
signed”.

For the analog interfaces (ANA4) choose the mode ,,Analog Subscriber line“. The position “Trunk
group” remains “not assigned”.

For VolIP interfaces (BCU16) choose mode ,SIP“and , Trunk group”,,1-SIP*.

NovaTec-Configuration 6.2 - [S6 5IP] SN

Fle View Configurationdata Encryption Extras Help
e | = &
= [ MovaTec-System NovaTec - Interfaces

El Chassis

B Interfaces
=] Analogue Interface-C

Interface: [ Mode [ Trunk group [ ~

(2 System access contral [ Slot D1: CCU3: Intertace 01 Analog SubscrberLine ot assigned
1. (2 System TP options [ Slot D1: CCU3: Inkerfacs 02 Analog SubsciberLine ol arsigned
1 (3 System encryption options [ 8ot D1: CCU3: Inferface 03 Analog SubsciberLine ol sssigned
10 GoM Settings [ Slot D1: CCU3: Inkertace 04 Analog SubscrberLine not ssigned
1 ([ S Mukiplesing [ Slot D1: CCU3: Inkerface 05 Subscribe fine ol arsigned
13 Numbering plan [ 8ot D1: CCU3: Interface 06 Subsorber fine ol sssigned

2 Call data profile [ Slot D1: CCU3: Inkerfacs 07 Subscriber fine ol arsigned
& (3 Trurk group [ 8ot D1: CCU3: Interface 03 Subsorber ine ol sssigned

(1] Master { Slave settings

E] synchronisation
# [ DSSL -> LTR6 conwersion options
-1 Frame Relay

[ Slot D2 ULU : Interface 01
[ Slot 02 UL Irtertace 02
[ 810t 02 LU : Interface 03
[ Slot D2 LILU': Irterface 04

Subscriber line
Subscriber line
Subscriber line
Subscriber line

not assigned
nat assigned
not assigned
not assigned

#1-(0 Layer 3 Multiplexer [? Slot 03: BCUTE : Interface 01 SIP 151P
(] Fixed connections 17 Slot 03: BCUNE - Interface 02 sIP 18P
El & Channel permissians [1? Slot 03: BEU1B: Interface 03 B 18P
(] Pratocal Settings [ Slot 03: BCUTE : Interface 04 SIP 1P
[E] options [ Slot 03: BCLNE : Interface 05 sIP 18P
(21 Subscriber [ Slot 03 BCUE : Interface 05 sIP 18P
(] Line group [P Slot 03: BCUTE : Interface OF SIP 151P -

(0 Call take over

-3 Call back settings

(L] CLIP Masquerading

[E] B-channel to B-channel

(2 NIP (HowaTec Internet Pathfindsr)
-] Operating parameters
=+ [ Call home settings
-1 Advanced Least Cost Router
(L 5MS [ YSMSC - Email
(1 5IM Server settings

[E] 50 general options

Press F1 for Help.
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Choose ,,NovaTec-System/System IP options“in the left tree. Enter the appropriate settings for

your network and

installations.

NovaTec-Configuration 6.2 - [S6 SIP]

Fie Wiew Configration data Encryption

Extras Help

=[] MovaTec-System
Bl Chassis
[l Intetfaces
[l Anslogue Interface-Configuration
(L] System access control
(L System encrypion options
(L] G5M Settings
(L SIM Multiplexing
- (Z Wumbering plan
E] cal data profile
(L1 Trunk group
=+ (] Master | Slave settings
[E] synchronisation
# (] DS51 - 1TRG conversion options
=+ [ Frame Relay
=+ [ Layer 3 Multiplexer
(2] Fixed connections
[l B Channel permissions
#1-(Z] Protocal Settings
[El Options
(21 Subscriber
(20 Line group
#-(Z] Call take aver
#-(Z] Call back settings
#-(Z] CLIP Masquerading
[E] B-channel to B-channel
(L1 MIP (NovaTec Internet Pathfinder)
® [ Operating parameters
® (L1 Call home settings
&[] Advanced Least Cost Router
5[0 5M3 ] YSMSC - Emall
4 [ SIM Server settings
[E] 3D general options

Press F1 for Help.

HovaTec - System IP options

1P-Dptions
Local Name

Local Domain
Local IP-Address
Subnet mask.

Galeway

[s&000m

[s6000m

[182 88 127 4
[#55 265 0 0
[192 188, 0 .1

DSCP 0
MTU 1400

Exteinal Gateway [PAddiess o0 0.0
Public name [

Mon masqueraded [P 0.0.0.0
addiesses mask (VPN]

VLAN Tagging

I~ WLAN-Tagging On/ Off

VLARAD [
Pricrity (+/LAN) [

Go to ,NovaTec-System/System IP options/DNS Server”in the menu tree.

Click ,New* and enter the address of your DNS server.

NovaTec-Configuration 6.2 - [S6 SIP]

File Wiew Corfiguration dsta Encryption Extras Help

= i |l

2

= (L MovaTec-System
Bl Chassis
] Interfaces
& Analogue Interface-Configuration
#-(_] System acesss control
=1 (L System IP options

=] Available IP services
[E] System NAT mapping
#1 (] System encryption options
# (] G5M Settings
+1-(22 SIM Multplesing
+-(22 umbering plan
E] cal data profile
# (] Trunk group
(] Master | Slave settings
Bl synchronisation
(11 D351 -> 1TRE conversion eptions
#-(11 Frame Relay
(0 Laver 3 Multiplexer
(1 Fixed connections
Bl B Channel permissions
#-(_] Protocol Settings
& Options
+ (L] Subscriber
(2] Line group
# (L] Call take over
# (] Call back settings
#- (] CLIP Masquerading
[Z] B-channel to B-channel
[ MIP (NovaTec Intsrnat Pathfinder)
[ Operating parameters
[ Call home settings
[ Advanced Least Cost Router
& (L 5MS | ySMSC - Emal
(21 5TM Server settings
[E] €5D general aptions

Press F1 for Help.

Movalec - DNS servers

DNS servers [
132.168.0.1

Hew. | Ear Delete
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Go to ,NovaTec-System/System IP options/Available IP services”.

Click ,New” and process the setups as shown in the next four pictures in order to activate SIP
over UDP (via IP-Port 5060).

Confirm with ,,OK*.

Create an IP service

X

Care options ] General optlons] Access options I SIP specific optlnns}

Service name ‘S\F’ uoP
Core protocal Dratagram [UDP) -
Semvice type SIP -

[ Activate service

Receive port A0B0
Send port 80B0
Destination port B0B0
' Remate |P addiess [ o 0o 0 0

" Remote name |

" Client

* Server

oK. Abbrechen | |

Edit service properties

X

Core options  General aptions ] Access oplions ] SIP specific options 1

Timeout [in seconds] ’mi
b aximal retries after timeout ’17
Rietry delay (in seconds] ’107
Optional flags '7 J

0K Abbrechen

NovaTec Kommunikationstechnik GmbH White Paper: NovaTec AMGW 12/60



Edit service properties

[V Ahways allow Lan and subnet access

I~ fctivale suthorizatior:

Core options ] General options  Access options I SIP specific options }

We change the shape of the world

X

oK. sbbrechen | |

Edit service properties

Core options 1 General nplinns} Access options  5IP specific aptions ]

X

Session awner |NovaTec

Session name |NovaTed
¥ UAC enabled

[w UAS enabled

™ Suppart 1

Extensions

[~ Prasy
|¥ Rediector
[V Registrator

-

Ok | Abbrechen

Click ,New*anew and carry out the settings shown in the next three pictures in order to activate
the service Telnet (via IP port 23).

Confirm with ,,OK*.

NovaTec Kommunikationstechnik GmbH
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Create an IP service E\

Core options ] General nplinns} Access Dphnns]

Semvice name |le|ner]
Core protocol Stream [TCP) hd
Service type TELMET -

I¥ Activate service

Receive port 23
Send port 23
Diestination port 23

' Remote IP addess | o [i] [i] [i]

-

Remote name |

" Client

e

Server

DK | Abbischen | |

Create an IP service

(X

Core options  General options ]Access Dpt\ons]

TimeoLt [in seconds|

Marimal retries after timeout ]
Retry delay [in seconds) 10
Optional flags

Ok | Abbrechen
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Create an IP service g‘

Core options 1 General oplions  Access options ]

[V Always allow Lan and subnet access

DK | Abbischen | |

Click ,New“again and proceed with the settings in the next pictures to activate the service http
(via IP port 80).

Confirm with ,,OK*.

Create an IP service El

Care options l General options I Access opllons]

Senvice name |http
Care pratacal Stream [TCP) -
Service lype HTTP hd

W Activate service

Receive port 20
Send part 20
Destination port a0
& Remote IP address | o . 0o . 0 . 0

" Remate name |

" Client

* Server

Ok | Abbrechen
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Create an IP service

Coie options  General options ]Access UDIiUI’]S]

Timeout [in seconds] 10|

Marirnal retries after imeout ’57

Fietry delay (in seconds) ’107

Optional flags ’7 J

We change the shape of the world

0K | Abbrechen | |

Create an [P service

Care optlons] General options Access oplions I

v Abways allove Lan and subnet access

ok | ebbvechen | |

If you have activated all services as given above the overview will look as shown in the picture

below.
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File Yiew Configurationdata Encryption Extras Help

& o S

=1-[_1 NovaTec-5ystem
[&l chassis
[E Interfaces
[E] Analogue Interface-Configuration
@[22 Syskem access conkrol
=-[L1] System IP aptions
D

[E] System mapping
(210 Syskem encryption options
[ G3M Settings
[ 5IM Multiplexing
)-(Z1 Mumbering plan
[E] Call data profile
w23 Trurk group
i) [0 Master [ Slave settings
[E] synchronisation
) [_]) DSS1 - 1TRE conversion options
w1 Frame Relay
-1 Layer 3 Multiplexer
#-[1 Fixed connections
[l B channel permissions
#-[1 Protocol Settings
[l options
w13 Subscriber
w11 Line qroup
w1 Call take over
-2 Call back settings
w-[L1] CLIP Masquerading
[E] B-channel to B-channel
#-(Z2 NIP (MovaTec Internet Pathfinder)
#-(_1] Operating paramekers
#-(Z1 Call home settings
(L Advanced Least Cost Router
(L 5M3 § ¥3MSC - Emai
+-(L] SIM Server settings
[Z] 5D gereral options

Press F1 For Help.

Novalec - Available IP services

Service name | Coepotocal [ Type [ Status [ Role [ Receive [ Send [ Destination |
@ gIP-UDP Datagram sIP Enabled  Server 5060 5060 5060
@ telet Stream TELNET  Ensbled  Server 2 E] E]
2 hip Stream HTTF  Ensbled  Sewver 0 80 80
Hew Edit Delete

2.9 Configuring subscriber and permission class

Go to the left tree and choose ,New* under ,NovaTec-System/Subscriber*.

Enter the below given data setup in order to configure a fax on the first analog interface with

number ,956111%

Confirm with ,,Ok".

New subscriber
Subszcriber-Options

Humber:
Descriphon:
Interface:
Permission class:
Call take over:
Device Type:
Subaddress-lE:

Bearer-Capability-|E:

Low-Layer-Compatibility-|E :

High-Layer-Compatibility-1E

3

| 956111

|Faxc1

|Slat 0: CCU3: Interface 01

|F'ermission clazs 1

|Ca|| take over 1

|Facsimile

Led Leflefled

|3.1 kHz audio

L

= |

Cancel

NovaTec Kommunikationstechnik GmbH
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Click ,New" again.

Enter the below given setup data in order to configure a modem on the first ISDN interface with
number ,956222°.

Confirm with “Ok”.

Edit subscriber, D__(|

Subzcriber-Options
Mumber: 956222
D escriptior; |ISDN todem 1|
Interface: |Slot 01: CCU3: Interface 05 ﬂ
Bermizzion class: |Permission class 1 j
Call take over: |Ea|| take over 1 ﬂ
Device Type: |Modem ﬂ
Subaddress-|E: |

|Unrestricted Digital Information (D ata) ﬂ
Bearer-Capability-IE:

=390
Lowy-Laper-Compatibility-|E : |

|User-define ﬂ
High-Layer-Carnpatibility-1E: |

Click ,New" again.

Enter the below given setup data in order to configure a modem on the first Uy, interface with
number ,9566333".
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Confirm with ,Ok".

X

Edit subscriber,

Subgoriber-0ptions
Nurnber: 956333
Description: |ISDN Phone 1
Interface: |S|0t 02 ULU : Interface 01 ﬂ
Permizzion class: |Pelmission clags 1 j
Call take over: |Eal| take over 1 ﬂ
Device Type: |F'hone ﬂ
Subaddress:|E: |

|Speech ﬂ
Bearer-Capability-IE: |

809043
Lowy-Laper-Compatibility-|E : |

|User-define ﬂ
High-Layer-Compatibility-1E: |

Go to the tree on the left hand of the window and select ,Permission class 1“ under ,NovaTec-
System/Subscriber/Permission class®. Click “Edit” after doing so.

Adjust the setup as given below and confirm with ,Ok*.

Edit permission class f'5_<|

Name

¥ Short code-dialing
v Call forwarding

v Hold

¥ Explicit call tranzfer
v Call take over

v Advice of charge

Lialing plan |D-intem ﬂ
Immediate call | J
Short code-dialing |Shu:|rt code-dialing 1 j
Call data profile |Call data prafile 1 -
Frice per unit ta the ||:|-1 2

subscr.

ok Cancel
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Click ,New" in the tree on the left hand under ,NovaTec-System/Subscriber/Permission

class/Assignment”.

Choose the trunk group ,1-SIP“ as shown below and confirm with “Ok”.

New assignment

Trunk group
1-5IP

We change the shape of the world

X

Cancel

Below you can view the window shown after ,1-SIP“ was included in “Permission class 1.

NovaTec-Configuration 6.2 - [S6 5IP]

Elle View Configuration dsta Encryption Extras Help

= =] E ] ﬂ
=[] NowvaTec-System

[E] Chassis
[E] Interfaces

[E] Analogue Interface-Configuration
[ System access control
(22 System IP options
{232 System encryption options
(23 G5M Settings
(23 51 Multiplexing
(23 Mumbering plan
[l Call data profils
(23 Trunk group
(20 Master [ Slave settings
[E] Synchronisation
(L1 D551 -> 1TRE conversion options
(2 Frame Relay
(2 Layer 3 Multiplexer
(2 Fixed connections
[l B Channel permissions
(L] Protocol Settings
[El options
= (3 Subscriber
= [0 Permission dlass

W OEEEEE

GRE

W EEE

(21 Line group
[ Call take over
[ Call back settings
[ CLIP Masquerading
[l B-channel ta B-channel
#-(Z2 NIP (NovaTer Internet Pathfinder)
#1-(Z1) Operating parameters
#-(Z1 Call hame settings
#-((1 Advanced Least Cost Router
#-(Z3 SMS | ¥SMSC - Email
#-(_1) SIM Server settings

[E] 5D general options

B EE

Fress F1 far Help.

NovaTec - Assignment of line bundles

Pemission clsss 1 |

Name

FIER
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7

2.10Configuration of dialing plans

Two dialing plans have to be configured.
The internal dialing plan (Name: ,0-intern“) is used by all subscribers (end devices) of the system.

Choose ,NovaTec-System/Numbering plan/Dialing plans® in the left hand tree. Go to the flag “O-
intern”. Click “DDI Wizard”. Carry out the below given adjustments and confirm with ,Ok".

DDI wizard

D estination far the remaining numbers

Interface |

Trunk group

Ll Lef L

Line graup |

Range

Start il
End g

The picture below shows the setup of the dialing plan ,0-intern“. All calls are routed to the trunk
group “1-SIP”.

NovaTec Configuration 6.2 - [S6 SIP] [AEE

File Wiew Corfiguration dsta Encryption Extras Help

= o[ =iz 7|

=) L0 MovaTec-System Movalec - Assignment of dialing plans
] Chassis r -
2 intarfaces i 1P |
El Anslogue Inkerface-Canfiguration
(21 System access cantrol Objects [ Number [
#-(_] System IP options Ng 5P 3
#1-(_ System encryption options LR 8
# (L] G5M Settings LR 7
# (L SIM Multiplexing LR 3
= (22 umbering plan s 5P 5
2] Diaing plans s 5P 4
5] Shart code-dialing s 5P 3
& mmediate calls Ne 1.50p 2
[ MsH-Mappings o 1-5IP 1
] Call data profile B 15p 0
# (] Trunk group
- [_] Master | Slave settings
E] Synchronisation
(11 D351 -> 1TRE conversion eptions
#-(11 Frame Relay
(1 Laver 3 Multiplexer
(1 Fixed connections
Bl B Channel permissions
(11 Pratorol Settings
& Options
+ (L] Subscriber
i 8 EZ;&:’:ZVE’ New DI Wizard Adopt Subsciiber
# (] Call back settings
#- (L] CLIP Masquerading
[Z] B-channel to B-channel
[ MIP (NovaTec Intsrnat Pathfinder)
[ Operating parameters
[ Call home settings
[ Advanced Least Cost Router
A () SMS [ YSMSC - Email
@ (L1 51M Server settings
[E] €5D general aptions

Press F1 for Help,

The calls from the end devices are routed using the SIP call number plan.
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Pick ,NovaTec-Systems/Numbering plan/Dialing plans*.

Go to tab ,1-SIP“ and click button ,Subscriber®. By doing so all of the configured subscribers are
entered in the call number plan. (see below)

NovaTec-Configuration 6.2 - [S6 SIP]

File Wiew Configuration data Encryption Extras Help

== ;izﬂ

=[] MovaTec-System MovaTec - Assignment of dialing plans
E] Chassis

E) Interfaces Dinterm [ TSP ]
[El Analogue Interface-Canfiguration
(1] System access control Objects [ Humber [
# [ System IP options 12 Slot 01: CEU3 : Interface 01 366111
# (1 System encryption options 12 Slot 01: CCU3: Interface 05 956222
+ ([ G5M Settings 42 Slot 02: UL Irterface 01 956333

(2 SIM Multiplexing
=1-(Z] Numbering plan
Dialing plans
[ short code-dialing
[El mmediate calls
[E] MSN-Mappings
[E| Cal data profile
(2] Trunk group
(] Master | Slave settings
[E] synchronisation
(L] D551 -> LTRE conversion options
(] Frame Relay
(L Layer 3 Multiplexer
# [ Fixed connections
[E] B Channel permissions
(L Protacol Settings
[E] Options
=+ [ Subscriber
=+ [ Line group
# [ Call take aver
(2] Call back settings
#1-(Z] CLIP Masquerading
[l B-channel to B-channel
# (22 MIP {NovaTec Internet Pathfinder)
# (11 Operating parameters
#-[22 Call home settings
# [ Advanced Least Cost Router
® (20 5MS | YVSMSC - Emall
® (1] 5IM Server settings
[E] C5D general options

Mew DDl 'Wizard Adopt Subscriber

Press F1 for Help,
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2.11 Activating SIP

Open ,NIP/SIP* in the tree on the left and activate the option ,Activate SIP“.

NovaTec-Configuration 6.2 - [S6 51P]

Fle Yiew Configuration data Encryption Extras Help

= o | i #1= g

+- [ NovaTec-System NovaTec - SIP [VoIP) activation
=-{Z2 NIP {NovaTec Internet Pathfinder)

[E] Codec options SIP activation
[8] Codec negetiation | properties
-l ] W Belhaie SETVRE]

(L] Operating paramekers
#-(_1 Call home settings
#-(_1] Advanced Least Cost Router
(L 5M3 § ¥3MSC - Emai
(L] 5 Server settings

[El €SD general options

Press F1 for Help.
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2.12Defining codec priorities

Choose ,NIP/Codec negotiation® in the left tree. Select a codec and use the buttons with the ar-
rows to change the priority of the codec. The codec at the top of the list has the highest priority.
The picture below shows a typical codec priority. The codec X-CCD (Cisco Clear Channel Codec)
should always have the highest priority and be at the top of the list.

NovaTec-Configuration 6.2 - [6.3 Referenz] E|E|E|

File Yiew Configurationdata Encryption Extras Help

= | %

#- (] NovaTec-System NovaTec - Cadec negoliation / properties
=1-(Z1 NIP (NovaTer Internet Pathfinder)

[8l coder options

] Codec negotistion { propertiss Hame [Payload [ Descrption [

.1 5P (volF) # LD 125 cisco

(1] Operating paramekers pera 8 alaw Gakbi/s
: periu i uLaw SEKbIt/s

- Call home settings G729 16 5.7234.5 Bkb/s MOS 4.0
(] Advanced Least Cost Roter G728 15 §.728 16kb/s MOS 4.0
1 (2 5MS { ¥SMSC - Emal G726-40 114 5.725 40kb/s MOS 40
1 (2 5TM Server settings 672632 E] 5.725 32kb/s MOS 37

=] 250 generl ptions G726:24 13 5.725 32kb/s MOS 32

G726 12 G.726 TBkb/s MOS 3.2

Press F1 Far Help.
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2.13Controlling general SIP settings

Choose ,NIP/SIP/SIP general settings* in the left hand tree. The setup should be shown as given

below.

NovaTec-Configuration 6.2 - [S6 5IP]

File View Configurationdata Encryption Extras Help

NovaTec - SIP general settings

=== iz g
(] NovaTec-System
=-(Z2 NIP {(NovaTec Internet Pathfinder)
] cCodec options
[E] Codec negotiation | properties
=) [ SIP {woIF)
[E] 5IP codec mapping
SIF general settings
%[ ¥oIP port settings
[E] sIP <- ISDN options
[E] Timeout options
[E] Session settings

[E] Monitoring options
5 (0 5IP server lists
% (_1) Mapping lists
- [[]] Operating parameters
(11 Call home settings
#-(Z1 Advanced Least Cost Router
#-(Z3 SMS | ¥SMSC - Email

General

Local IP address | 192 188 . 127 2654

Software name |

Initial sequence 0

I~ Allow intemal (routing) loops

¥ lgnore unauthorized sites

¥ Always ty to intemaly resolve namesAP addresses first

I Use local name [if unchecked, use [Pv4]

¥ Reply on spritax smars to counterpart

v Fiead intemal server lists at startup

W Sawe dwnamic server information every... |1 —| hours

¥ Forward numerical addresses to ISON

[SETE

#-(Z1] SIM Server settings
[E] <5D general options

I ctivate SIP-Bridging

0 value 0 -

PSTN prefis [ PSTH preis et longth [o
Session expie IZEEIIJEIi

Min. session expie

Ancnymaus riame

Optional flags [ooooooooosiozzee |
UDP / RTCP options

UDF packet size E=

Local TP port [sooon =

Remols RTF port [20000 = =
Logal ACTF port [sooo =]

Remole RCTP port [soo0r = =
Aroe 4 e e— >~

Fress F1 far Help.

2.14 Assignment of DP ports

Choose ,NIP/SIP/VOIP port settings/VOIP UDP port assignment® in the left hand tree and click
on the button ,Auto ports...“. Choose the IP port to be used for RTP by entering the first IP port to
be used for RTP (see below).

Automatically create BCU UDP poris rz|

The BCU UDP portz will be automatically aszigned uzsing the
values provided belaw,

30000

Create corezonding AT ports in the HAT
mapping lisk

Start at port. ..

Cancel
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The configuration interface will then assign two IP ports for every VolIP interface. One for RTP
and the next for RTCP.

NovaTec-Configuration 6.2 - [S6 SIP]

File View Configuration data Encryption Extras Help

== ] ﬂ

# (1 NovaTec-System MovaTec - BCU UDP/RTCP port assignment
= {1 NIP (MovaTex Internet Pathfinder)

[E] Codec options

) Codec negotiation § properties Interface [ Port T Local [ Port2Local [
5 (21 SIP (voe) [ Slot 03: BCUTE : Intetace 01 30000 30002
5] SIP coder mapping [ Slot 03 BCUTE  Intestace 02 30004 30006
5] SIP general settings [ Slot 03 BCUTE : Intestace 03 30008 30010
= (23 ¥aIP port ssttings [ Slot 03 BCUTE : Intestace 04 30012 30014
[ Slot 03: BCUTE : Interface 05 i 30018
- (23 YoIF port profies [ Slot 03 BLUTE: Interface 06 30020 30022
5] 5IF - T5DM options [ Slot 03 BCUTE: Interface 07 30024 30026
5] Timseur opions [ Slot 03 BCUTE: Interface 02 30028 30030

[E] session settings
[E] Monitoring options
® [ 51P server lists
(L] Mapping lists
(L] Operating paramekers
#-(_1 Call home settings
(1 Advanced Least Cost Router
¥ SMS § WSMSC - Email
(L] 5 Server settings
[ ¢5D general options

Auito ports

Fress Fl For Help.

2.15SIP ISDN options

Go to ,NIP/SIP/SIP <-> ISDN options” in the left hand tree and set up the following adjustments.

NovaTec-Configuration 6.2 - [S6 5IP]

File Wiew Configuration data Encryption Extras Help
= ol

+- [ NovaTec-System NovaTec - SIP <> ISDN options

=-{Z NIP (NovaTer Internet Pathfinder)

[E] Codec options
[E] Codec negetiation | properties

Diling plan to uss for incoming SIP calls 15IF -
=210 SIP (WolF) ‘ J
] 5IP codet mapping Access listto use [Nane =
[E] SIP general settings
= (L] YoIP port settings Call data record profile to use | Call data profile 1 |
[E] voIP UDP port assignment
=1 (2 YoIP port profiles Minimal number of digits required fiom ISDN. |21 =
E| Prafile -> port assianment | o ine between each digi loveriapped) |1 =]
[E] Timeout options [ Activate progress indication

[E] session settings

[E] Monitoring options :‘

i [ 5P server lists ¥ Activate " Fake" aleting ater B = seconds
% (L] Mapping lists

(1] Operating parameters it bor ALERT fin seconds] 0 =

-1 Call home settings <

1 Advenced Laast Cost Router ‘it for CONNECT (in seconds] 180 =]

- SMS  ¥SMSC - Emai ‘it for RELEASE [in seconds] Ell =

#-((1) SIM Server settings

&l c5D general options ‘it for RELEASE COMPLETE (in seconds] 5 =]

Maximal disconnect TONE duration (in secands) 30
Iv Activate early media for YOICE calls
I™ Activate early media for DATA calls

Press F1 For Help.
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2.16 Mapping Lists

Go to ,NIP/SIP/Mapping lists/User mapping® in the left hand tree and click ,New*.

We change the shape of the world

Adjust set up as given below. Enter the IP address of your Cisco Unified Communications Man-

ager under “URI / Name / IP”.

Edit User mapping

ISDM options

=

ISDN [

Incoming prefis

Device options

‘wildeard [~ r

Murmber length |0

ISDN is a username [

Account settings

Device Sub: | LLC:
Phane -
B | ] He] =
Facsimile over IP [T.38)
I~ Enable T.38

SIF LRI/ Name / Damain /1P information

URI ¢ Name / IP |192.188.12T.E2

IP verfication mask 32 significant bits
Voice / Data codec |n0 aszighment j |n0 azsighment ﬂ

Trusted v Accept all names [ Correct faulty format [
Public access r Username is a prefin [ Can redirectin LN~ [

Additional flags

Password

r Prowy authorization |

May uze alternative encryption methods r

Account

Simplified digest r Basic authorisation
Reserved 1 r

Encryption setting Do not use -
Additional flags [

Cancel
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NovaTec-Configuration 6.2 - [S6 SIP]

File View Configuration data Encryption Extras Help

p=arsl = ) = ﬂ
#-[_] MovaTec-System

=-(Z NIP (MowaTec Inkernet Pakhfinder)
E] Codec options

NovaTec - SIP User mapping

[E] Codec negotiation [ properties

1SDH | IP| Diomain | SIP

[ Account

[Voice codec | Datacodec |

= [ 1P (voIPy
5] sIP codec mapping
[El SIP general settings
(2] voIP port settings
[El SIP <-> ISDM options
] Timeout options
[E] session settings
[E] Monitoring options
(L] 5IP server lists
=[] Mapping lists
=l

[Z] Host mapping
[El Local mapping
#1-(Z1] Operating parameters
#-(Z1 Call home settings
#-(Z1] Advanced Least Cost Router
(1] SMS § WSMSC - Email
#-(Z1 SIM Server settings
[ ¢SD general options

@ - 132.168.127 62

New... Edit.

none assigned  none assigned

Delete Clear data Import. Expart...

Fress F1 for Help,

After confirming with ,Ok® you will find the IP address of your Cisco Unified Communications

manager in the overview.

2.17Call Home Settings

Choose ,Call home settings

n the left hand tree and activate the desired call home events that

are to be reported to the NovaTec network management system.

NovaTec-Configuration 6.2 - [S6 SIP]

Els Yew Configuration data Encryption Extras Help

s iz 2|

- NovaTec-System
'+ [ MIP (NovaTec Internet Pathfinder)
#-[] Operating parameters
=23 Call home settings
#-[_] Advanced Least Cost Router
*- |1 53/ vsmsC - Emal
+- [ SIM Server settings
[E] CSD general options

Press F1 for Help.

Call Home - Call Home: Events

Event

[ Interface / Call Number

| Call Home [

) Client Callback failre:

) EWU Board removed from system
B) Falls short of 45R-imit

) GSM ASR event

%) 1SDN ASR event

Layer 1 or Laver 2 inactive
B) Lag filed

) NLP Runring enors

9 NLP Staitup errors

B) Fing timeout to NIME server
) Semer Callback faiure

) SIM removed from SCU
B) SIF AR event

% 508 Client unreachible
%) 505 SIM ermor

B) Systemstart default

B) Systemtart nomal

% Time event

B Trace eimor

B) Trace fatal

B Trace filed

B Trace waining

Edit

Domair: pmsserver, pourdomain.locat
Domain: nmsserver yourdomain.Jocat
Domain: nmsserver. yourdomainocat...
Domai: pmsserver, pourdomain.locak
Domain: nmsserver. pourdomain.Jocal
Domain: nmsserver, yourdomainocat. .
Domairt: rnsserver yourdomairt locsk
Domain: nmsserver. pourdomain.local
Domain: nmsserver yourdomain.Jocal
Domain: nmsserver yourdomain losat
Domair: pmsserver, pourdomain.locak
Domain: nmsserver yourdomain.Jocat
Domain: nmsserver. yourdomainocat. .
Domair: pmsserver, yourdomain.locak
Domain: nmsserver. pourdomain.local
Domain: nmsserver. yourdomainocat...
Domairt: rnsserver yourdomair locsk
Domain: nmsserver. pourdomain.local
Domain: nmsserver. yourdomainocat...
Domain: nmsserver yourdomain losat
Domair: pmsserver, pourdomain.locak
Domain: nmsserver yourdomain.Jocat

every 2 hours

~

3]
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2.18Preparing the data base and transferring it onto the system

7

Press ,Configuration data/Process” in your menu bar. If no major mistakes or inconsistencies are
existent in the configuration setup the following window will show up:

MovaTlec-Configuration 6.2

1 ,) The data has been processed succesfully and is ready to be transfered to the target syskem,

Confirm by pressing button ,Ok“. Should you receive an error report please check your setup.

Choose ,Configuration data/Transmit to target system® in the menu.
|Ipdate Canfiguratian

* Transmit new configuration data bo target system e

Transmission options

™ Delete all configuration data in target system

™ Do not change configuration data

|Jpdate options

v Lpdate time and date in target spster

[+ Beboot target system if reconfiguration is not possible

Adjust as given above and confirm with ,Ok*.
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2.19Activation of SRTP

Go to ,Encryption/Enter serial number...“ in the left hand tree.

Customer

Backplane 1D

Sernial nurber

Cancel |

The encryption data is constructed by NovaTec and delivered to the customer in the following

form:

User name:

XXXXXXXXXXXX (€.g. name of customer)

Backplane ID: 000006767676

Serial number:

FB11 - EF76 - CA90 - EC73 - EFO0
BF12 - AE30 - CC47 - FC46 - AD47

After the encryption data was entered close the data base and reopen it.

These steps are also necessary:

Go to ,NovaTec-System/System encryption options/Encryption profiles“ in the left hand tree and click

New".

Pick your encryption options (see below).

Confirm with ,Ok".
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New Encryption profile [z|

Encryption profile iz actve [w

Profile name |Encr_l,lpti|:|n profile

Hash method |5HA 1

E ncryption method |.-'1'-.E5

se ECC extenzions [ |

Ll Lef e

Key

.tour bait of Falsehood takes this carp of truth

Cancel

Go to ,NovaTec-System/System encryption options/Encryption handling profiles” in the left hand
tree and click ,New".

Adjust setup as given below and confirm with “Ok”.

Mew handling profile

Handiing profile is active v
Profile name |Handling profile
H andling method | MovaTec & ﬂ

|
k. Canicel

Select “NovaTec-System/System encryption options/Encryption handling/profiles/Encryption -
>Handling assignment” and click ,New”.
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Choose ,Encryption profile” and confirm ,,OK*.

]

E ncreption praofiles. .

E ncryphi

OF. Cancel

Pick “NovaTec-System/System encryption options/System module / interface settings/Module as-
signment“in the left hand tree and click ,New*.

Choose ,Handling profile“ and confirm ,OK".

3

E ncoption handling profiles. .

Handling prafile

k. Cancel

Go to ,,NIP/SIP/Mapping lists/User mapping” in the left hand tree and click ,Edit“. Choose “Try to
use” for ,Encryption setting”“ and ,Handling profile* for ,Handling profile*.
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ISDM options
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ISDN [

Incaming prefis

Device options

Wildeard W WearDut [

Mumber length |0

Device Sub: |

Fhone -

LLC:

Faczimile over IP [T.38)

SIF LRI/ Name / Damain /1P information

=] -]

I Enable T.38

URI # Name /[P [192.165.127 62

IP verfication mask 32 significant bits

ISDN is a user name [

Account settings

Account

Voice / Data codec |no assignment j |no azsignment ﬂ
Trusted v Accept all names [ Correct faulty format [
Public access r Uszername iz a prefin [ Can redirectin LAN [

Additional flags

Pazsword

Proxy authorisation |

tay usze alternative encryption methods r

Handling profile Handling profile -

Simplified digest I Basic autharisation |
Reserved 1 r

Encryption setting Tiy to use h

Additional flags [

Cancel

Confirm ,OK".

Repeat steps from 2.17. Call Home Settings.
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3 Activate DCHP

By choosing ,System-IP-Options*® in the left part of the application window ,NTConf* the following dia-
logue is shown on the right hand side of the window.
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DHCP options can only be defined by choosing the appropriate items in the combo boxes (choice boxes).

Picture 1: DHCP options

If DHCP is activated unnecessary entry boxes are shown grey, i.e. are deactivated.

NovaTec Kommunikationstechnik GmbH

White Paper: NovaTec AMGW




<>

{ VY, [

w We change the shape of the world

2

4 General procedure TLS

The following procedure is recommended to all customers for the safe handling of encryption (TLS/SRTP)
between the NovaTec-Systems resp. with the Service-PC.

4.1 Creation of a “Root Certification Authority Certificate*

Safe Microsoft Server

Safe

Step 1: TI-CA creates

- Root-CA-Key || | TI-CA - ROOt-CA key
- Root certificate . - Root certificate
4_

- Root password - Public certificate

—  —

Picture 1: Create Root-CA

The first step in preparation for the customer is to uniquely generate a ,Root Certification Authority Certifi-
cate” (Root-CA). Should the customer already have a certificate of a certifying body this step can be left
out.

The creation of a Root-CA has to be done with the NovaTec tool ,Trace Info Client* (TI-CA). The applica-
tion needs to be installed on an access secure Microsoft server. Access secure means the server is with-
in a locked room without LAN access.

Via the ,Graphical User Interface” of the TI-CA application an encrypted Root-CA key (cakey.pem), a root
certificate (cacert.pem) and a public certificate (cacert.crt) are created.

The Root-CA key (cakey.pem) and the password to this key are the most sensitive parts of a CA infra-
structure and have to be kept within the customers safe together with the root certificate.

For the transport to the safe you can declare to the Tl e.g. an USB stick as data carrier for the output file
and store this within the safe.

The secured Root-CA is solely conducted to the signing of other certificates (see no. 5).

The public certificate (cacert.crt) is provided to all systems within this CA infrastructure (see no. 3).
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4.2 Drawing a system clearing code

Service PC
Tl
LAN, V24 or ISDN : : _
oooao NovaTec MAC determination — Email to NovaTec
NovaTec » >

D

C

Picture 2: sourcing TLS license

In step 2 the customer has to read out the MAC address of the corresponding system (S3, S5, S6 or S20)
with the help of the Tl application and send this to NovaTec support via mail.

NovaTec determines an individual system clearing code for this system and forwards it to the customer
via mail.

4.3 Configuring encryption

Service PC
CONF < Public certificate
LAN, V24 or ISDN | | Email from NovaTec
oooao Configuration of TLS, Reboot == With system clearing code
NovaTec |« | <
Ve 2N

Picture 3: Configuring TLS for a NovaTec system

In this step only the system with the corresponding MAC address can be configured resp. be cleared for
TLS via the NovaTec configuration program.

There are three categories in the configuration interface for this: NMS, SIP and Maintenance. Mainte-
nance includes the applications Tracelnfo Client, NovaTec Configuration and Call Server.

After entering the clearing codes (step 2) the three named categories can be engaged and configured for
TLS/SRTP. Depending on the security grade the modes as given in tablet 1 are possible, e.g. importing of
the public certificate (cacert.crt) from step 1.

The unsecured access to the systems on site is no longer possible after TLS was activated. All accesses
via V24/USB, ISDN and IP like HTTP and TELNET are not accepted.
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4.4 Creating the private key within the system

Creation of
- Encrypted private key
- Request for MNT, NMS and SIP

oooo
NovaTec

Picture 4: NovaTec system creates private key and requests

This step is only successful if the configuration in the prior step has been effected completely and flaw-
lessly. This step is automatically run when rebooting and takes 20-30 seconds extra to the normal reboot
time.

Beginning with the transfer of the configuration data onto the hardware it checks the clearing code after

the necessary reboot for validity. If the check is positive the NovaTec hardware will accept the new con-
figuration with encryption.

Additionally the reboot process causes the following system internal actions after a successful configura-
tion:

- Creating a hardware private key

Creation of an encrypted private RSA key which is stored in the non-volatile memory of the hardware.
There is no possibility to access this storage from the outside.

The key stays within the hardware device and can neither be read nor overwritten or deleted. The pass-
word for the key is not saved but generated individually and dynamically for the hardware runtime. As
such for every system a new password is created.

- Creating a hardware certificate signing request

After the creation of a private key each of the configured three categories (see no. 3) generates a corre-
sponding certification signing request.

For Maintenance, NMS and SIP produce the files mtn_req.csr, nms_req.csr and sip_reqg.csr with the help
of the private key and saves these in the freely accessible flash data system

Warning: The request files are automatically deleted directly after the first successful opening of the cor-
responding certificate.
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4.5 Signing of the hardware certificate signing request

Safe Microsoft server

Safe
= TI-CA
- Root-CA-Key
- Root certificate —>
- Root password _
— ————————\
(—
A
TI-CA creates and TI-CA fetches request for
sends certificate for MNT, NMS and SIP

MNT, NMS and SIP

oooo
NovaTec

Picture 5: NovaTec system is locally signed by server

Service PC
TI-CA
TI-CA fetches request for
MNT, NMS and SIP : , o
oooo > — USB Stick with

NovaTec [« | € -Root CAkey

TI-CA creates and sends —\ -Root password

certificate for MNT, NMS

and SIP

Picture 6: NovaTec system is signed by service PC

The three certification signing requests created by the hardware in step 4 have to be signed by the Root-
CA (e.g. the next higher CA’s, see also step 1).

During this action you receive the corresponding certificates (data sets) for the hardware: mtn_cert.crt,
nms_cert.crt and sip_cert.crt.

The procedure of step 5 is again safety problematical as for this purpose the encrypted Root CA key
(cakey.pem from step 1) as well as the password are needed.

The transport of the key from the safe to the secure server (step 1) can be made by USB stick. The TI-
CA can import the data set (cakey.pem) directly from the USB stick.

Warning: If the certificate is invalid the system blocks and has to be brought into default mode on site. In
this mode the system cannot be used within the network and needs a corresponding configuration once
again. The new configuration can be transferred onto the system with help of the NovaTec tools or you
can change the IP settings of the system with help of e.g. Telnet in such way as to enable it to load the
configuration from NMS.
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4.6 Creation of the PC key and certificates

Safe Microsoft server

Step 1: TI-CA creates

- Root certificate — || |TI-CA - Root certificate
- Root private key . - Root private key
—>

- Root password - Public certificate

TI-CA creates a certificate, encrypted
private key for MNT or NMS.
Warning: Transfer manually e.g. with
an encrypted USB stick

TI,Cl

CONE APubIlc certificate

<

& 2

Picture 7: TI-CA signs the NovaTec PC tools MNT and NMS

In order to enable the service PC to communicate with the NovaTec hardware with TLS the PC applica-
tions have to be included in the CA infrastructure. TI-CA creates an encrypted private key and a certifi-
cate signed by the CA to achieve this. These data sets have to be saved on the service PC together with
the public certificate of the CA and imported into Tl, CI, CONF and NMS. The password of the private key
also has to be imported (e.g. with an encrypted USB stick).

After this step all actions are completed and the service PC can communicate TLS encrypted with the
NovaTec system.

This step is unnecessary with SIP connections in between the NovaTec systems.
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4.7 Explanation of hardware TLS1.0 Modi as per RFC4346

Server modes for the applications Maintenance (TI, NtConf, Callserver) and SIP

Mode Server key Server-Cert CA-Cert Notes
0 - - - Encrypted
1 mandatory - - Anonymous Mode
Is not supported
2 mandatory mandatory - Optional: No client check
safety: medium
3 mandatory mandatory mandatory Full check:
Safety high
4-8 - - - not permitted with TLS
Client modes for the applications NMS and SIP
Mode Client key Client-Cert CA-Cert Notes
1 mandatory - - Anonymous Mode
Is not supported
2 mandatory - mandatory | Optional: No client check
safety: medium
3 mandatory mandatory mandatory Full check:
Safety high
4-8 - - - Not permitted with TLS
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Safe Microsoft server

Safe
— Step 1: TI-CA creates
- Root- certificate TI-CA - Root CA key
- Root private key - Root certificate
- Root password > - Public certificate
 —
———————

Step 5: TI-CA creates
and sends certificate for

Step 5: TI-CA fetch-
es request for MNT,

Step 6: TI-CA creates certifi-
cate, encrypted private key for

MNT, NMS and SIP NMS and SIP MNT or NMS
Warning: Transfer manually via
encrypted USB stick.
Step 6:
SIP with TLS/SRTP )
A 7\ Service PC or NMS Server
v v TI.cl ‘Publlc certificate
CONF h
Step 7: TLS connection : : Email from NovaTec
oooo oooo < > — With clearing code
NovaTec NovaTec |« > <
Step 2 and 3: uncoded pZ = \

. connection for TLS
Step 4: Creation of configuration
- Encrypted private key
- Request: MNT, NMS and SIP

Picture 8: CA infrastructure

Comments on step 5:

The communication between TI-CA and the NovaTec system is effected manually for the time being with
their own MMX protocol. If the customer has no own CA server in the second step the protocol SCEP
(Simple Certificate Enrollment Protocol) can make sure of an automatically encrypted data exchange
(SCEP is not part of the delivery for the time being).
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5 TLS

5.1 Creating a Root-CA

DE_TICA_CREATECERT
An user can create the following with the application TI-CA:

CA private key and root certificate
Certificate request for client or server

Tracelnfo CA 1.0 =169

About | Connection | Files  Creste Key/Cetticale | Sign Cariicate Requssts |

Select cert-type ’W
Enter Password ™™

FepeatPassword |77

Courntry name fpe
State o Province: ’W
Ciy name: [Padeborn
Diganization urik [sofwacRED
Comman name: ,W
Emeil addhess [ifo@novatec.de

Walid days: 650
Path for serial no.: C:kepshaerial
Output path: C:\kepshed
Generate key and certificate

Esit Help

a) Creating CA private key and root certificate:
Select flag “Create Key/Certificate”.
A connection to the NovaTec system is not essentially necessary.
Choose “Root key (2048b) + Certificate” in the combobox.
Enter a CA password. The password has a minimum length of four and a maximum length of 20 fig-
ures.
Repeat your CA password. Please keep your password in mind. If you wish to sign anything with this
root certificate you will need it.
The next steps are the entry of the CA identity such as land, province, town, organization, organiza-
tion unit, common names and email address. For the Land you always need to enter two figures. The
other entries may have a maximum length of 64 figures.
Enter the validity of the root certificate in days.
Enter an index path in which the data set serial.txt resides.*
Enter the index path in which the created CA private key and root certificate are to be saved. The
created data sets are named cakey.pem and ca_cert.crt.
If all entries are completed press button ,Generate key and certificate“. The application needs a few
seconds to create the private key. Please confirm all notices with ,,Ok®.

Note™:

The serial number of a certificate is administered by a data set serial.txt. If this data set is not existent in the giv-
en path the application will design it anew and will assign a default start serial number.

If you want to assign the serial number yourself write a 16-digit hexadecimal number e.g. 0123456789ABCDEF
into the data set serial.txt. After usage the number is incremented in serial.txt.
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b) Creating certificate request for client or server:

Tracelnfo CA 1.0

About ] Eonnection] Files  Create Key/Certificate

Select cert-type MNT-key(1024b] + cert-Requesgid

Sigh Cerificate Reguests

Enter Passward [roommonnx

Repeat Password | xxxxxxxxxx

Country name: |D E

State or Province: |N0rdF| heintwestialen

City name: |F'aderb0rn

Organization name: |No\raTec F.ommunik ationstechnik
Organization unit: |Software R&D

Cammon name: |www. novatec.de

Email address: |info@n0vatec. de

Walid days: ,W

Path for serial no.: |

Qutput path; |C2\ke}ls\ca

[
|

Generate key and certificate

Esit | Help |

Select flag “Create Key/Certificate”.
A connection to the NovaTec system is not essentially necessary.
Choose “MNT-key (1024b) + Cert-Request” or “NMS-key (1024b) + Cert-Request” in the combobox.

You need MNT request for Maintenance and NMS request for the NMS server.

Enter a password. The password has a minimum length of four and a maximum length of 20 figures.
Repeat your password. Please keep your password in mind. If you wish to sign anything with this root

certificate you will need it.

The next steps are the entry of the subjects identity such as land, province, town, organization, organ-
ization unit, common names and email address. For the Land you always need to enter two figures.
The other entries may have a maximum length of 64 figures.
Enter the validity of the request in days.

Enter the index path in which the created CA private key and root certificate are to be saved.

If all entries are completed press button “Generate key and certificate”. The application needs a few

seconds to generate the private key. Please confirm the notices with “Ok®".

DE_TICA_SIGNCERT

With the application TI-CA you can sign a certificate request in a certificate during which the certificate
request can be situated on a PC or in a NovaTec device.
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Case 1)

Sign a certificate request whilst this request is situated on a PC. The signed data set is written in a PC
path. If needed the signed data set can be written in a NovaTec device.

Tracelnfo CA 1.0 =0

About ] Eonnection] Files ] Create Key/Certificate  Sign Cerificate Requests ]

Pazzword

Pleasze enter issuer password | **********

xxxxxxxxxx

Please repeat issuer password |

Input Output

LS from : |certificate request from PC ﬂ CRT to: |signed certificate to PC ﬂ
Cay Ky file: |C: “cakey. pem Serial path: |Ci “kepshzerial
CA's Cert: |E: hoa_oert ort Walid daps: | 365

REQile:  |Chkeysimnt_red car - || |Dutput Path: [C:ikeys

Sign the certificate request |

Esit | Help |

Select flag “Sign Certificate Requests”.
A connection to the NovaTec device is only necessary if you want to rewrite the signed data set onto
the NovaTec device.
Enter a CA password. This is the corresponding password to the CA private key.
Repeat your password.
Enter the following input feeds:
o Select “certificate request from PC” in the combobox.
o Enter the CA private key.
o Enter the CA certificate.
o Enter the certificate request to be signed.
Enter the following output feeds:
o Select “signed certificate to PC” in the combobox.
o Enter the index path where the data set serial.txt is situated.”
o Enter the validity of the certificate in days.
o Enter the index path in which the signed certificate is to be written.
If all entries are completed press the button “Sign the certificate request”.
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Case 2)
Sign certificate requests whilst the request is situated on a NovaTec device. The signed data set can be
rewritten on a NovaTec device or in the PC if necessary.

Tracelnfo CA 1.0

About ] Eonnection] Filez l Create Key/Certificate  Sian Cerficate Requests l

Paszsword

Fleasze enter izzuer password | ******

xxxxxx

Fleaze repeat izsuer pazsword |

Input Output
L3R from: | mnt_req.csr from target j CRT to: | mit_red, crt bo targat ﬂ
Ca Key file: |E: Wkeyshoahcakey pem Serial path: |E: Wkeypzhaenal

Cas Cet  |Cihkepsheabeoa_cet.an J Walid daps:  |3650
J Output Path: |C:\keys\temp

Sigh the certificate request |

Temp path: |E: Lkeyshtemp

Ext | Help |

Select flag “Sign Certificate Requests”.
A connection to the NovaTec gateway is necessary if you want to rewrite the signed data set into the
NovaTec device.
Enter a CA password. This is the password to the private CA key.
Repeat your CA password.
Enter the following input feeds:

o Select “certificate request from target” in the combobox.

o Enter the private CA key.

o Enter the CA certificate.

o Enter a temporary file path in which the certificate request should be buffered.
Enter the following output feeds:

o Select “signed certificate to target” in the combobox.

o Enter the file path in which the data set serial.txt resides."")

o Enter the validity of the certificate in days.

o Enter a temporary file path in which the signed certificate should be buffered.
If all entries are completed press the button “Sign Certificate Requests”.

Note™:

The serial number of a certificate is administered by a data set serial.txt. If this data set is not existent in the giv-
en path the application will design it anew and will assign a default start serial number.

If you want to assign the serial number yourself write a 16-digit hexadecimal number e.g. 0123456789ABCDEF
into the data set serial.txt. After usage the number is incremented in serial.txt.
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5.2 Clearing NovaTec for TLS

The customer has received his license data and can now clear his systems for TLS with help of the appli-
cation “NovaTec Configuration”.

In order to achieve this he opens his conventional configuration with ,NovaTec Configuration“ and choos-
es ,System-IP-Option“ within the left hand tree.
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Picture 1: System-IP-Options

After doing so he presses the button ,Enable Security...“ in the window on the right.
Trarmport Layer Secunty [TLS) License iz baded [ —

Enable Secuity... |

Disshie Secusity . |

Picture 2: Activating TLS

NovaTec Kommunikationstechnik GmbH White Paper: NovaTec AMGW 46/60



We change the shape of the world

A dialogue opens asking the customer to localize the received license within the data system.

== Choaose license . . ‘H

| o SYSTEM ) » TEMP » 1P145

Mame Anderungs..  Typ Grofe

nkfavariten
| Tuletst besuchte Orte [ licenects
B Deshdap

M Computer

f| Dokumernte

E dilder

B tusik

% Zuletzt gednder:

Ei' Suchvarginge

, Offentlich
Oredrer L]
Deiename. fcence e » | TLS-HaveTec ik -
| Ctinen |» | Abovechen ]

Picture 3: Import of a TLS license

The successful import of the license is shown to the user by an activated check box ,License is loaded® in
the right part window.

 Tearspar Laver Secunty [TLS) Licenze iz boaded v —
Enable Secuily .. |

Disable Securily... |

Picture 4: Successful import of a TLS license

Also within the tree in the left hand window a special node ,TLS-Security” shows up.

=] NovaTec-System
- .[E Chassis
(8] Interfaces
(] System access control
= System IP options
i [E] DNS servers
..[E] Available IP services
~[E] System NAT mapping

- (] System encryption options

Picture 5: node "TLS-Security"
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Picture 6: Security Management

=2 Choose CA certificate "H
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i Tuletst besuchte Orte .Lﬁjcert.i.-:rt
iR MMT_CERT.CRT
B Deshtop . ol s AL
M Computer
f. Dokumernte
E dilder
B tusik
% Zuletzt gednder:
m Suchvarginge
Offentlich
Ordrer -
Dxteiname. MWT_CERT.CRT - .TLEPppi:d.h'l (i) i
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Picture 7: Import of CA certificate

After picking this node three flags will appear in the right hand window: Maintenance, SIP and CallHome.

If you want to import a CA certificate you can initiate this by pressing the button ,Import CA-file...“. A new
dialogue shows up in order to localize the CA certificate within the data system.
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The successful import is shown in the right hand window.

|Ilnu'l'm=-ﬂ-unri,rﬂarlwl:
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i Caok e R4 e MW T_CERT.LR T

== i

1 pew [Iptnse

Defak..

Picture 8: Successful import of a CA certificate

If you want to restrict TLS e.g. to specific algorithms — this is if you want to define the cipher list — you can

initialize this by pressing the button ,,Cipher Options....".

A dialogue shows up allowing the customer to restrict the given ciphers further.

Cipher Management

Copdvir <O Luwres -

Asall=ble dohets

|En‘ﬂc1\el‘l nethod: TSl

HULL HOE
LA SHA
FC4-3HA
DH R4 DES CBC SHA
DR O S O

G med cohers
[AEZz3E o4
I E ]
E
Sxject |
Ceselact |
“nonty +
Friodty -
Cane

= ]

Picture 9: Cipher options

In the left part window the available ciphers are shown and the user defined cipher list in the right part

window.

Ciphers from the left part window can be transferred into the right part window either by double clicking
them or by pressing the button ,Select”. Equally ciphers are returned to the left part window and so delet-
ed from the user specific list by double clicking or by pressing the button “Deselect”.
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The priority of the cipher is very important — it can be changed with the buttons ,Priority+* and ,,Priority-*.

Is the TLS configuration constructed it can be transferred to the target system with the help of NovaTec
Configuration.

If TLS is activated in the target system the configuration has to be transferred in TLS mode.
This is achieved by selecting ,Network Options* under the menu topic ,Extras®.

Network options...

Save config

Picture 10: Menu item "Network Options"

After the choice of this menu item a dialogue shows up allowing the definition of a connection partner.

Network options .|

—Address for NovaT ec Network Services

Hostrame |1?2.1E.1,1 ll

[ Enable TLS

Pot  [EI TLS Setiings |

oK Help | Carncel

Picture 11: Network options

By activating the hooklet ,Enable TLS* the button , TLS-Settings” just below it is engaged and operated.
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Security Options (|

 General TLS Settings for NTConf

Security Metkod: TLE1 - Cipher Options....

Serverduthentication: [
Clent-Authertication: [V

 Cerfifcate/K.ay - Managemert

Irpart Private Key... I C:Awioekyheesthph_zoft10 pem

Import Private Cerificate., I C:\WWiorkyhcerthoert_zoffl0.cit

Import Cé-file. ., I C:i\wiorkyheerth cacart, cit

ok | Cancel | Defaull...|

Picture 12: Security options

After the above given options have already been chosen supplementary to the import of the CA certificate
you can also import the private key and private certificate of the user within this dialogue.

Now you can transfer the configuration onto the target system. Whilst the connection to the target system
is established the passphrase of the private key is required from the user. This is necessary to enable the
system to open the private key.

Enter your private passphrase...

Passphrase: | S
Show asterisk [+

Cancel oK

Picture 13: Enter "passphrase"
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6 The Network Management System

6.1 Installation of NMS

The following software packages have to be installed on a server running the NovaTec Network Man-
agement System to enable the operation of NMS and to make direct access to an A-MGW possible:

NovaTec Network Management System
NovaTec Maintenance Package

The server has to be incorporated in a LAN network. The IP ports 800 and 802 have to be cleared in the
firewall to enable access in both directions.

NovaTec-NMS

IP-Port 800 + 802 N

NovaTec-A-MGW
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The following system precondition should be fulfilled by the server in minimum to ensure a fast handling
of a target system:

Windows XP
2 GB RAM
1 GHz CPU

6.2 Functionality of the NMS 6.x

The following applications are running on the server:

Maintenance Package:

Hereby the direct access onto the target system is effected. The package includes the necessary applica-
tions to enable you to access an A-MGW manually e.g. to read out the CDRs, update the firmware, read
out traces and log files or query the status.

Job Management:

The Job Management application is part of the NovaTec NMS Package and controls which target sys-
tems are allowed to access NMS resp. which target systems are accepted by NMS and which jobs are to
be carried out if a target system comes forward. All jobs can be controlled specifically per target system.

Network Management System:

The Network Management System is the application which receives inbound calls from target systems/A-
MGWSs and executes the necessary jobs in accordance with the specifications from the job management.
Hence for the operation of NMS a job database has to exist in any case. If NMS is to update the configu-
ration or firmware of a target system the according configuration (configuration database) and firmware
have to be deposited for NMS. The data sets can reside locally on a server or on a file server. NMS
needs the necessary access rights to these data sets. In order to save call data an existing (empty in the
beginning) CDR database is needed. Traces and log files of the target system / A-MGW and the log file of
NMS itself are created anew and not saved in a database.

The NMS hat no direct access to the target systems but waits until these come forward per call home. A
target system carries out a call home as soon as an according event occurs and call home is configured
for this event. If desired the target system can be configured in such way as that variable servers are
called depending on the event.

On demand NMS sends an email to inform about the occurred event. The target systems are related to
the customer. An email address can be configured for every customer.

The following picture shows how the access to the A-MGW takes place and which data sets are pro-
cessed by NMS:
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’3 A-MGW
I

AN

Maintenance Package Direct Access

BWOH-{[eD

Read
Job Management Network Management
System

Job database

Configuration database

Firmware

A

CDR database

A-MGW-
Trace

A-MGW-Log |«

NMS-Log |«

E-Mail

Event: Call Home time event.
Client: NovaTec.

Number: 05251158960

System ID: 00000B4064DE.
CALPN: .

Date: 09.02.2009,14:21
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The following events are supported at the time being:

Budget Limit reached

The configured budget limit has been reached.

Call data filled

The CDR storage is full (resp. half full).

Client Callback failure

During a call back process an error on client side has occurred.

Server Callback failure

During a call back process an error has occurred on server side.

EWU Board removed from System

An EWU board has been removed from the target system.

SIM removed from SCU

A SIM card has been removed from a SCU board.

Falls short of ASR limit

The configured ASR threshold has been underrun.

GSM ASR event

The configured ASR threshold for the GSM network has been underrun.
ISDN ASR event

The configured ASR threshold for ISDN has been underrun.

SIP ASR event

The configured ASR threshold for the SIP network has been underrun.
Layer 1 or Layer 2 inactive

The layer 1 or layer 2 connection has broken down at a point to point interface.
Log filled

The log file is full.

Trace filled

The trace data storage is full.

Ping timeout to TIME server

The connection to the TIME server is broken down.

SOS client unreachable

The connection to the SOS client is broken down.

SOS SIM error

During the access to a SIM an error has occurred.

Systemstart default

The target system has carried out a reset and runs in default configuration.
Systemstart normal

The target system has carried out a restart and runs with the last transferred configuration.
Time event

The target system comes forward after a configurable time slot. No unexpected events have occur-
red.

TIP Running errors

An error has occurred in TIP operation.

TIP Startup errors

During startup of the TIP interfaces an error has occurred.

Trace warning

A warning was created in the target system.

Trace error

An error has occurred in the target system.

The events in grey are irrelevant for the planned application area of the A-MGW. They have been listed
for reasons of completeness and to show that the different events can be implemented.
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7 NovaTec Sync. Admin

The NovaTec Sync. Admin consists of several NovaTec hardware and software components which to-
gether provide for clock synchronization of all NovaTec components in a TDM, IP or mixed network.
The components are:

1- The RTP Master Clock Source (RMCS)
2- The Sync. Manager tasks in the A-MGWs
3- The configuration tool

During synchronization with RMCS a SIP connection to a RMCS server is established before the actual
SIP call is made. The synchronization results from the RTP stream received by the RMCS server. A
RMCS server always has an external clock source (PRI/BRI or GPS). A system with a high-precision
silica can be used as alternative.

External Sync source

RMCS-1 RMCS-n

£ Sync. RTP/SRTP ... .*"Sync. RTPISRTP

Media
RTP/SRTP
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The following directives were transposed:
o A RMCS call is only established for data calls.

o Incase a RMCS server is unavailable it is attempted to get through to the next configured RMCS
server.

o If the RMCS connection breaks down during a SIP call the next RMCS server is contacted imme-
diately.

o If no canal is free for the RMCS call the data call is rejected.

o If no RMCS server is available the data call is rejected.

o For the RMCS call any free VoIP channel can be used. Alternatively it is also possible to assign a
channel on the A-MGW for the RMCS server to ensure that there is always a channel available

for the synchronization connection.

o The choice of a RMCS is possible with the methods sequential or Round-Robin.

7.1 Configuration of the RMCS clients

When connecting the systems via a soft switch like Cisco CUCM extra adjustments have to be made:

7.1.1 RTP Sync. settings

NovaTec-Configuration 6.7.0.0 - [Kopie von Grundkonfiguration S6]

File View Configurationdata Encryption Extras Licensing Help

= | #= g

=[] NovaTec-System MovaTec - RTP Synchronisation Settings
[E] Chassis

[E mterfaces

[E] Call data profile
w1 (23 Trunk group
- (] Master | Slave settings
= (21 synchronisation

- (1] Firxed connections
[E] B Channel permissions
(23 Protocol Settings
[E] Options
[ subscriber
- (] Line group
- [ Call take over
(2] Call back settings
- (] CLIP Masquerading
[Z] B-channel ko B-channel
- (L NIP {MovaTec Internet Pathfinder)
#-[[] Operating paramestars
(23 Call home settings
(] Advanced Least Cost Roubsr
/(L] 5MS } WSMSC - Email
- ([ SIM Server settings
[E] €50 general options

Press F1 for Help.

RTP Stieam
- (] System access control _
1 (1] System IP aptions Enable spnchranization with RTP-Stream of SIF Caller r
- (] G5M Sattings
- (3 5 Mukiplexing Pricrity of synchronization with device using intemal clock: 20
e (] Numbering plan Priority of synchionization with device using extamnal clock o

RMLCS Parameters

— et 35 3 Clent r a Server None =
ettings
& (03 DSS1 - Comversion options RMES Mode: Sequertial |
- (] Frams Relay
5 0 Lever 3 Mulipleser Priorly of this: synchrnization: .

number@IP-addiess of RMCS servers
3939333@192 168 2.71
308888E192.168.2.71

0w
New... Edit... Delete...

WU
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The following adjustments have to be made:

Box ,,Act as a Client or a Server*:
Tells whether the system is run as client or server. Please choose ,Client".

Box ,,RMCS Mode*:

Tells whether the RMCS servers have been chosen with the method sequential or Round-Robin by the
client. Both settings are possible. With method sequential the 1rst server is always called and the next
server is only contacted if the call to the 1rst server cannot be established. With method Round-Robin the
next server is chosen always. If the end of the list is reached it is restarted with the 1rst server.

Box ,,Priority of this synchronization“:
Tells which synchronization priority the RTP stream of the RMCS server is given by the client. The en-
tered value is also shown under ,interface Sync Priority” together with all other priorities.

List ,,number@IP-address of RMCS servers‘:

All RMCS servers to which the client is supposed to have access are listed here. Only the number is es-
sential. The IP address is only informative at this point. The number is transformed into a SIP address in
the SIP user mapping. If the CUCM is not listed as SIP receiver for all call numbers nothing has to be
changed in the SIP user mappings.

7.2 Configuration of the RMCS server

The following adjustments are to be made on the server side:

7.2.1 RTP-Sync settings

NovaTec-Configuration 6.7.0.0 - [Kopie von Grundkonfiguration $6]

File Uiew Configuration data Encryption Exiras Licensing Help

= o | 4lls| R
=0 NowaTec-System NovaTec - RTP Synchionisation Settings
[E] Chassis
[E] Interfaces ATP Stream
# [ System access control
] System IF options Enable synchionization with AT P-Stream of SIP Called r
5[ G5M Settings
-3 514 Mulbplesing Picrity of synchronization with device sing intemal clock: a0
# (L] Mumbeting plan Pri i 7
viarity af synchionization with device using estemal clock:
[Z] Call data profile P J 0

®-[13 Trurk group

¥ [ Master | Slave settings
=-[13 Synchronisation

¥ [ Fixed connections
[l B Channel permissions
# [ Protocol Settings
[E] options
# [ Subscriber
-] Line group
) [0 Call take over
[ Call back settings
# (L] CLIP Masquerading
[Z] B-channel to B-channel
[0 NIP (MovaTec Internet Pathfinder)
(L] Operating parameters

# [ 5IM Server settings
[E] 5D general options

Press F1 for Help.

RMCS Parameters

=) Interface Sync Priority Act &5 a Client or 8 Server [over =]
[E) RTP Sync Settings
#[10 D51 -» 1TRé conversion options RMCS Mode: — =
#-[_] Frame Relay
(1] Layer 3 Multiplexer Priority of this spnchronizatior: ’—

number@|P-addiess of RMCS servers

[ Call home settings E_i ﬂ
# (L] Advanced Least Cost Router
#1[2 SMS | WSMSC - Email

Box ,Act as a Client or a Server“: Choose server.

All other boxes are irrelevant.
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7.3 User Mapping

NovaTec-Configuration 6.7.0.0 - [Kopie von Grundkonfiguration 6]

Fie Wiew Configurationdata Encryption Extras Licensing Help

= o] e %
[ NovaTec-System
= [ NIP {MowaTec Internet Pathfinder)

We change the shape of the world

NovaTec - SIP User mapping

[E] Codec options

ISON [ 1P | Domain | SIP

[ Account [ Voice codec | Datacodec |

[E] Codec negatiation | properties
= (0 SIP (VaIP) @
] SIP codec mapping
[E] 5IP general settings
(11 VoI port settings
E] 5IP <-> ISCN optians
[E Timeout options
[E] Session settings
[E] Monitaring options
# [ SIP server lists
= ([ Mapping lists
)= g
[E] Host mapping
El Local mapping
-1 Dperating parameters
-1 all home settings
(11 Advanced Least Cost Router
(] SMS ] VSMSC - Email
= (] SIM Server settings
(5] <5 general options

New. Edit

192168271

autonegatiation  auto-negofiation

Delete Clear data Import Expott

Fress F1 For Help,

)

All RMCS Server systems need an entry under ,User Mappings®. The next screenshot shows which ad-

justments have to be made:

Edit User mapping

Uszer mapping iz active

ISDM options

ISDN [

Incoming prefis

Device options

Device

Fhone -

Facsimile over IP [T.38]
[~ Enable T.38

—

Wideard W WearDut [

Mumber length {0

Sub: | LLc:|

BL: | | HLE| |

e

SIP URI # Mame / Diomain /1P information

RMLCS Synchronization settings

Has external clock source [ Is a RMCS spstem v

ISDM iz a user name |

Account settings
Account
Simplified digest r
Reserved 1 r

Encryption setting

——

Do not uze hd

URI / MName / IP |192.158.2.?1 r
IP verfication mask |32— significant bits

Woice / Data codec |aut0-negotiation j |aut0-negotiation j

Trusted v Accept all names v Corect faulty format [
Public access r User name iz a prefis [ CanredirectinLAN - [

——

Additional flags

——

Proxy authorization [

Password
Basic authorisation [

May use alternative encryption methods r

fNore -]

Additional flags [

Cancel

3
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It is important that the hooklet ,Is a RMCS system* is activated to ensure that the RMCS server accepts
the synchronization call. Otherwise all adjustments are to be made like the normal “User Mapping®“. Any
number can be entered in the box “ISDN” as the RMCS server is only called and does not build up calls

itself.

The RMCS server is connected to CUCM with a SIP trunk like all other NovaTec systems.

With usage of TLS the appropriate adjustments are to be made like in other NovaTec systems.
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